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1 Statement of Research

On July 3, 2007, (OMITTED) submitted a malicious code sample to VeriSign iDefense for analysis. This
sample contained Torpig Trojan, which reportedly targets ABN AMRO bank sites. The client wants to
identify behavioral characteristics of the samples submitted; all network traffic, sites impacted and
browsers affected [if at all]. Contact information for the client is below:

(OMITTED]

VeriSign iDefense validated that the sample submitted is a variant of the Sinowal or Torpig Trojan horse
family. This is a well-known information stealing Trojan that targets many financials and is related to the
Russian Business Network. There has been an ongoing, active law enforcement investigation regarding this
family of code over the last year. VeriSign iDefense will coordinate with law enforcement and anti-virus
security professionals to take appropriate post-action following the response.

This variant of Torpig performs actions similar to former variants of this malicious code family. Upon
execution, it installs DLLs and injects SVCHOST to actively steal credentials as a user browses the Internet.
An upload of stolen credentials occurs immediately.
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2 Anti-Virus Scanning Results

The following results only serve as a guideline for identifying known malicious code or the degree of risk
associated with a new threat that may be widely undetected by anti-virus software. Scan results may vary
based upon specific engines or signature files used in a given scan instance. The following anti-virus
programs detected the sample as shown:

Scan report of: ibm00001.dlL

AntiVir

Avast!

AVG
BitDefender
Command
eSafe

Ewido
F-Secure
F-Secure (BETA)
Fortinet
Fortinet (BETA)
|karus
Kaspersky
Nod32

Panda

Panda (BETA)
QuickHeal
Rising

Sophos
Symantec (BETA)
VBA32
WebWasher
YY_A-Squared

TR/PSW.Sinowal.M.6
Win32:Sinowal-AM [Trj]
PSW.Ldpinch.IMA (Trojan horse)
Trojan.PWS.Sinowal.CS
W32/Trojan.ATPF (destructive program)
Win32.Sinowal.m
Trojan.Sinowal.m
Trojan-PSW.Win32.Sinowal.m
Trojan-PSW.Win32.Sinowal.m
suspicious

suspicious
Trojan-Downloader.Win32.Small.ems
Trojan-PSW.Win32.Sinowal.m
Win32/PSW.Sinowal.Gen trojan
Suspicious file

Suspicious file
TrojanPSW.Sinowal.m
Trojan.PSW.LdPinch.fxi
Mal/EncPk-T

Infostealer
Trojan-PSW.Win32.Sinowal.m
Trojan.PSW.Sinowal.M.6
Trojan-PSW.Win32.Sinowal.m

Scan report of: ibm00002.dlL

AntiVir

Avast!

AVG
BitDefender
Command

eSafe

Ewido

F-Secure
F-Secure (BETA)
Fortinet

Fortinet (BETA)
|karus
Kaspersky
Nod32
QuickHeal
Rising

Sophos
Symantec
Symantec (BETA)

TR/PWS.Sinowal.Gen
Win32:Sinowal-AK [Trj]
PSW.Ldpinch.IMB (Trojan horse)
Trojan.PWS.Sinowal.CS
W32/Trojan.ATEH (destructive program)
Win32.Sinowal.m

Trojan.Sinowal.m
Trojan-PSW.Win32.Sinowal.m
Trojan-PSW.Win32.Sinowal.m
suspicious

suspicious
Trojan-Downloader.Win32.Small.ems
Trojan-PSW.Win32.Sinowal.m
Win32/PSW.Sinowal.Gen trojan
TrojanPSW.Sinowal.m
Trojan.PSW.LdPinch.fx;

Mal/EncPk-T

Infostealer

Infostealer
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VBA32
WebWasher
YY_A-Squared

Trojan-PSW.Win32.Sinowal.m
Trojan.PWS.Sinowal.Gen
Trojan-PSW.Win32.Sinowal.m

Scan report of: ld_sun.exe

AntiVir

Avast!

AVG
BitDefender
Command

Dr Web

eSafe

Ewido

F-Prot
F-Secure
F-Secure (BETA)
Fortinet
Fortinet (BETA)
|karus
Kaspersky
Nod32

Panda

Panda (BETA]
QuickHeal
Rising

Sophos
Symantec
Symantec (BETA)
Trend Micro
Trend Micro (BETA]
VBA32
WebWasher

TR/FatObfus.U
Win32:Sinowal-AQ [Trj]
PSW.Ldpinch.IMC (Trojan horse)
Trojan.FatObfus.U
W32/Backdoor. ATRW
Trojan.DownLoader.20771
Trojan/Worm [100] (suspicious)
Trojan.Sinowal
W32/Backdoor. ATRW
Trojan-Downloader.Win32.Small.euh
Trojan-Downloader.Win32.Small.euh
suspicious
suspicious
Trojan-Downloader.Win32.Small.ems
Trojan-Downloader.Win32.Small.euh
Win32/PSW.Sinowal.Gen trojan
Suspicious file
Suspicious file
TrojanDownloader.Small.euh
Trojan.PSW.LdPinch.fxk
Troj/Agent-FVS
Backdoor.Trojan
Backdoor.Trojan
TSPY_LDPINCH.ALF
TSPY_LDPINCH.ALF
Trojan.Downloader.20771
Trojan.FatObfus.U
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3 Behavioral Analysis

Ld_sun.exe does the following, when executed within a lab environment:
Creates the following files:

c:\Program Files\Common Files\Microsoft Shared\Web Folders\ibm00001.dLl
Size: 73,629 bytes
MD5: cefdcf1666dc748268dea5f714d7a0f3

C:\Program Files\Common Files\Microsoft Shared\Web Folders\ibm00002.dll
Size: 58,114 bytes
MD5: cf9a9dc54c9e480517d40b298%fd%aca

C:\WINDOWS\Temp\$_2341233.TMP
Size: 4 bytes
MD5: 1036e3dddc89a4e68d8a33f3823a180e

C:\WINDOWS\Temp\$_2341234.TMP
Size: 37,088 bytes
MD5: 5f6678d73dac7cf56934c658294ed1f4

C:\WINDOWS\Temp\$b17a2e8.tmp
Size: 0 bytes
MD5: d41d8cd98f00b204e9800998ecf8427¢e

Creates or moadifies the following Windows registry keys:

HKLM\SYSTEM\ControlSet001\Services\NtmlSvc\Parameters "ServiceDIl"
Data: C:\Program Files\Common Files\Microsoft Shared\Web Folders\ibm00001.dll
HKLM\SYSTEM\CurrentControlSet\Services\NtmlSvc\Parameters "ServiceDIl"
Data: C:\Program Files\Common Files\Microsoft Shared\Web Folders\ibm00001.dll
HKLM\SYSTEM\ControlSet001\Services\Ntm|Svc “ErrorControl”

Data: 00, 00, 00, 00

HKLM\SYSTEM\ControlSet001\Services\NtmlSvc “ImagePath”

Data: %SystemRoot%\System32\svchost.exe -k netsvcs
HKLM\SYSTEM\ControlSet001\Services\Ntm(Svc “ObjectName"

Data: LocalSystem

HKLM\SYSTEM\ControlSet001\Services\Ntml|Svc “Start"

Data: 02, 00, 00, 00

HKLM\SYSTEM\ControlSet001\Services\NtmlSvc “Type"

Data: 10, 01, 00, 00

HKLM\SYSTEM\ControlSet001\Services\Ntm(Svc\Enum "0"

Data: Root\LEGACY_NTMLSVC\0000
HKLM\SYSTEM\ControlSet001\Services\NtmISvc\Enum “Count"

Data: 01, 00, 00, 00

HKLM\SYSTEM\ControlSet001\Services\NtmISvc\Enum “NextInstance”

Data: 01, 00, 00, 00

HKLM\SYSTEM\CurrentControlSet\Services\Ntm|Svc "ErrorControl”
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Data: 00, 00, 00, 00

HKLM\SYSTEM\CurrentControlSet\Services\NtmlSvc “ImagePath”

Data: %SystemRoot%\System32\svchost.exe -k netsvcs
HKLM\SYSTEM\CurrentControlSet\Services\Ntm(Svc "ObjectName"

Data: LocalSystem

HKLM\SYSTEM\CurrentControlSet\Services\NtmlSvc "Start"

Data: 02, 00, 00, 00

HKLM\SYSTEM\CurrentControlSet\Services\NtmlSvc "Type"

Data: 10, 01, 00, 00
HKLM\SYSTEM\CurrentControlSet\Services\Ntm(Svc\Enum "0"

Data: Root\LEGACY_NTMLSVC\0000
HKLM\SYSTEM\CurrentControlSet\Services\NtmISvc\Enum "Count"

Data: 01, 00, 00, 00
HKLM\SYSTEM\CurrentControlSet\Services\NtmISvc\Enum “NextInstance”
Data: 01, 00, 00, 00

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SvcHost “netsvcs”

Injects SVCHOST to run silently in memory.
Performs the following network activity:

Lenicnt.info is a remote server for hosting files downloaded by the Trojan. Cgtculj.com is a stolen
credentials drop site. 194.146.207.133, in the same net block as the former two domains, also
communicates with the Trojan.

hxxp://lenicnt.info/ld/sun/ld.php?n=su1
(194.146.207.220)
Downloads an executable from the su1 path.

hxxp://lenicnt.info/ld/sun/ld.php?n=su2
Downloads a second executable from the su? path.

hxxp://lenicnt.info/ld/sun/show.php?id=FOAF9D1CB71B28F635023C7DC01C435B&t=1&b=&v=0
User-Agent: MSID [FOAF9D1CB71B28F635023C7DC01C435B]Isun|108

Assigns and uploads a unique ID for the infected computer, using a unique User-Agent "MSID"
string.

Detected by Bleeding Threats rule 2003590, BLEEDING-EDGE TROJAN Downloader-
5265/Torpig/Anserin/Sinowal Unique UA (MSID [...].

hxxp://cgtculj.com/XFsQab5/cWYGUH5xMmAQcWcFpN4T5dUDUJEWIBSmUNJikAPFVIETQTKVImPH
RMRVYhFBK5VxFMM3BVEQNFehM9PAVyDXYdUjkkGvJjKQdXBTpGUPIXD102cUUcAOVSBXBIEQYAYB
ciNCcn03BXBhNGJxUVzFFRcmQxYHUHPXJyQyJ+d1ow

(194.146.207.18)

User-Agent: MSID [FOAF9D1CB71B28F635023C7DC01C435B]|sun|108

The Trojan posts encoded data to remote server using unique ID. The server responds with "okn"” to
confirm receipt of data. This is the primary drop site for stolen information.

hxxp://194.146.207.133.
Communicates with the Trojan and uses the same MSID identifier.
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4 Information Stealing Activity

This Trojan family steals information from browsers, immediately uploading data to a remote server.
VeriSign iDefense attempted to prompt the Trojan to steal information and play man in the middle to get
additional data by infecting a lab computer and visiting several sites.

This Trojan does target multiple ABN ANBRO servers for information theft. In limited lab tests, VeriSign
iDefense confirmed that the Trojan does attempt to communicate with a remote command and control
(C&C]) server, but did not perform any man-in-the-middle phishing attacks when attempting to log on with
invalid credentials to the banking site. A list of trigger strings found in the configuration files does not
contain ABN AMRO strings. However, multiple domains affiliated with ABN AMRO do exist in the
configuration file for the Trojan. It is likely that the Trojan is designed to steal information or interact with a
legitimate session following authentication to the site.

A decryption of the Trojan configuration files shows the following targeted ABN AMRO and subsidiary sites:

abnamro.an

abnamro.be

abnamro.ch

abnamro.com
abnamro.com.sg
abnamro.lu

abnamro.nl
abnamroprivatebanking.com
9. www.singapore.insight.abnamroprivatebanking.com
10. abnamro

11. abnamro.com

12. lasallebank.com

13. vip.lasallebank.com

14. onlinebanking.lasallebank.com
15. lasallefederal

16. mybank.bybank.it

17. wwws.bancoreal.com.br

18. bancoreal.com.br

19. cashproweb.com

20. cashproweb.com

21. cashproweb

NN =

The Trojan contains several strings related to potential trigger words for information theft:

login

pswd

userid
accountnumber
passwd
username

pop3
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Below are examples of how the Trojan manipulates and then steals sensitive information from the client.

eBay Theft

When attempting to log into eBay without legitimate credentials, red text is posted to the page indicating
that the information is not valid and to try again. Below is an example of this legitimate error message:

v

Sign In: My eBay

Not an eBay member?

Keep track of your shopping
activities in My eBay.

I'm A Guest »

Become a member to get all
the benefits of eBay.
Registration is fast, easy, and
free!

Register on eBay now.

or

Already an eBay member?
P ‘our sign in infarmation is not valid. Please try again.

“iew all your bidding and selling activities in one location.

eBay User ID
TESTID

Forgot your User D7

Password

Forgot your password?

Sign In Securely >

Legitimate eBay Error Prompts the User to Log in Again.

If this variant of Torpig is running on a computer it works as a man in the middle on the local computer to
hijack the normal warning message. Instead of a normal error screen, the Trojan creates a page claiming

that there is an increase in fraudulent activity, prompting the user to enter the following information:
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Last Name

Date of Birth

Social Security Number
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Card Expiration Date
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Banking Account Number
Routing Number
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The image below shows how the phishing page, created by the Torpig Trojan, appears:

eh
Attention 1!
e have noticed an increasing fraudulent activity recently. In order to provide your security and

protect vou from fraudsters we have intro duced a new system of identification that will help us
to aveoid any kind of fraud or unauthorised access.

Pleasze enter as more information as possible to provide your complete identification and te
activate all the features of the new system.

TUser Information:

Furst name: Last name:

?

Your privacy is nnportant to us

e do not sell or rent wour
personal information to third
parties for thewr marketing
purposes without vour explicit
consent.

| | | To learn more, see eBay's privacy

Date of Bixth:
|--M0nth-- V| |--Day-— V| Yearl |

ALK
- )

TevEwEdE

Social Security Number (US residents only):
MMother's NMaiden Name:
E-mail:

Card Information (ie, AT, debit, credit ¢ard):

Torpig plays Man in the Middle to Display a Phishing Page to the User.

PayPal Theft

Below is an image of the phishing page displayed by the Trojan when visiting PayPal:

=R PayPal - Login - Microsoft Internet Explorer

File: Edit Wievw Favorites Tools Help
ek - @ - [¥] [F] (n]| SO seaan ¢ Favorites €33 - - L E 33

Address [&] https: jfww. paypal .com/cgi-binfwebscr7cmd=_login-submitBudispatch—5885d80a13c0cb 17941 dB25341 6939c6cdz491d672d93b7d0al 15a00bdfba7 Bc

Attention 111 secure form (20

we hawve noticed an increasing fraudulent activity recently. In order to provide your security and protect you from

fraudsters we have introduced a new system of identification that will help us to awvoid any kind of fraud or
unauthorised access.

Please enter as maore information as possible to prowvide your complete identification and to activate all the features
of the new system.

First Name: |

Last Name: I

Date of Birth (mmsddfyyyy): | r| rl

Social Security Number: | -| —l

Mother's Maiden Name (for I
security):

Card Number: |
Card Expiration Date I— - I—
(mmsiyyryy):
Card C¥¥2: |
ATM PIN: |

Primary checking account
number:

The Trojan Interacts with a PayPal Session to Phish the User.
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Bank of America Theft

Below is an image of the phishing page displayed by the Trojan when visiting Bank of America:

/3 Bank of America | Online Banking | Security Confirmation - Microsoft Internet Ex

File Edit Wiew Favorites Tools  Help

eﬁack - J - |£| |EL| _:\J ‘ /_'__'j Search kj‘\'( Favorites ej‘ <] - L._f H - _J ﬁ ﬁ

Address I@ https: ffsitekey bankof america, comfsasfsignon, do

Security Confirmation

To continue with Cnling Banking, please provide the information requested below.

Account Password ||kjsdf

ATM, Check Card or [B044372357F
Credit Card Humber:

(16 digits, no dashes or spaces.)

Card Expiration Date: |1 o ! IQEIDEE

(mim 4 yyyy)
ATM or Check Card [242
W2 (3 digits)
ATM or Check Card PIN: [3a3 =l
(1o G digits) L Please enter a walid "Card Number”,

L3
Social Security Number {(SSN): |893 - I 4 - I@

[ =]

Mother's maiden name: |asd|kj
Date Of Birth: 2 i j|1944
mmid dfnmng
Telephone hanking |392B?398?234
password:
Select your SiteKey Challenge Questions and give answers for them for security reasons :
IWhat iz your father's middle name? =l Ilkjsdf

IIn what city was your maother born? [Errtej Ilkjlkj
[Wihat is your maternal grandmather's first = [1kjadf

The Trojan Interacts with a Bank of America Session to Phish the User.

Stolen credentials are uploaded in real-time, as shown in the image below. A TMP file is used to store
stolen credentials on the local computer. Additional TMP files are used to store encrypted URLs targeted by
the Trojan. In this instance, $_2341233.TMP contains stolen data as displayed in the image below:

10
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File Edit ‘Wiew Faworites Tools  Help
GBackv:\_j'Ljr = | B XQ‘EI'

Address ) O WINDOWS) Temp

f,..\JSearch Folders

$ 2341233, TMP 4 2341234, TMP $h17a2e8 tmp
TMP Fil= TMP File TMP File
41 KB 37 KB 0KE

=10ix|

File Edit Faormat ‘iew Help

10.28.5.70[sun_108]0application: c:hwprogram Tilesyinternet =]
exploreryiexplore. exelREQUEST : DOHEADERS: DPOST Login HTTR/1.1

Host: www. accountonling. com

Feferer: http: /Awww. citicards. comscards Awehome, doooo

POST_FoRM: 0Ifp_browser=0fp_display= DFE _software=0fp_timezone=0fp_lang=10
fo_syslang=0fp_usarlang=0USERNAME=aTks]df0PASswoORD=1kadsF30
MEXT_SCREEN=//Accountsummarylsiteld=CElx=00y=000 0 =d5FF IF

10,28, 5.70[sun_L1o08] 0http: /Awww. abnamro. be/Andex. jsp7id=30&]ang=n10
0oSdsSF%s0  IP 10.28.5. ?u[sun_lDE]uApp11cat1Dn { rogram fileshinternet
exploreryiexplore. exelREQUEST : IHEADERS : DPOST fnet ank? HTTR/1.1

Host: ebankingz2. abnamro.hbe

referer: https://ebanking22. abnamro. beAndex. htmlooo

POST_FORM:D

action_object=handler-form-security-digipass-init; form-action; show; Aul1 =
0 O0ediF%0 IP 10.28.5.70[sun_1l08]0appTication: <:iswprogram

filesyinternet exploreryiexplore.exelREQUEST : IHEADERS::DPOST Snethank?
HTTR/1.1

Host: ebanking2Z. abnamro. be

Feferer: https:/ ebankingzZZ.abnamro.besindex. htmlooo

POST_FORM O
actﬁDn_nbject=hand1er—FDrm—security—di?ipass—ﬁnit;furm—actinn;Show;nu11

0 00id5FbD IP 10.28.5.70[sun_lo8]oappTication: <:program

filesyinternet exploreryiexplore.exelREQUEST : IHEADERS: DPOST Anethank?
HTTR/1.1

Host: ebankingZZ.abnamro. be

FReferer: https:/ ebanking22.abnamro. besnethank>000

POST_FORM: D |

A TMP file Stores Stolen Data that is Immediately Uploaded to a Drop Site.
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5 Targets of Attacks

Two TMP files created by the Trojan are used for storage of encrypted domains targeted by the Trojan,
command and control servers, and e-mail accounts potentially related to theft of data or spam. VeriSign
iDefense successfully decrypted the configuration data from TMP files as shown in Appendix A.

C&C servers for this Trojan are as follows:

kolipso.info
194.146.207.133
ret9unj.com
alzan.info
194.146.207.18
tsforme.com
useforme.com

All of the above domains related to this attack through server or domain association, except for alzan.info
(194.146.207.17). WHOIS information for this domain is below:

Domain ID:D17867544-LRMS

Domain Name:ALZAN.INFO

Created On:17-May-2007 11:32:36 UTC
Last Updated On:25-May-2007 22:36:39 UTC
Expiration Date:17-May-2008 11:32:36 UTC
Sponsoring Registrar:EstDomains, Inc. (R295-LRMS)
Status:CLIENT HOLD

Status:CLIENT TRANSFER PROHIBITED
Status:TRANSFER PROHIBITED
Registrant ID:DI_6466444

Registrant Name:Hugo Grandi

Registrant Organization:N/A

Registrant Street1:Gitton st/15

Registrant Street2:

Registrant Street3:

Registrant City:Washington

Registrant State/Province:Washington
Registrant Postal Code:45879

Registrant Country:US

Registrant Phone:+784.1124998
Registrant Phone Ext.:

Registrant FAX:

Registrant FAX Ext.:

o= 1L

Registrant Email:hogo_
Admin ID:DI_6466444
Admin Name:Hugo Grandi
Admin Organization:N/A
Admin Street1:Gitton st/15
Admin Street2:

Admin Street3:
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Admin City:Washington

Admin State/Province:Washington
Admin Postal Code:45879

Admin Country:US

Admin Phone:+784.1124998
Admin Phone Ext.:

Admin FAX:

Admin FAX Ext.:

=i 1.

Admin Email:hogo_ ~
Billing ID:DI_6466444

Billing Name:Hugo Grandi

Billing Organization:N/A

Billing Street1:Gitton st/15

Billing Street2:

Billing Street3:

Billing City:Washington

Billing State/Province:Washington
Billing Postal Code:45879

Billing Country:US

Billing Phone:+784.1124998
Billing Phone Ext.:

Billing FAX:

Billing FAX Ext.:

=il o™

Billing Email:hogo_
Tech ID:DI_6466444
Tech Name:Hugo Grandi

Tech Organization:N/A

Tech Street1:Gitton st/15

Tech Street2:

Tech Street3:

Tech City:Washington

Tech State/Province:Washington
Tech Postal Code:45879

Tech Country:US

Tech Phone:+784.1124998

Tech Phone Ext.:

Tech FAX:

Tech FAX Ext.:

Bon=il .

Tech Email:hogo_ ©
Name Server:NS1.ALZAN.INFO
Name Server:NS2.ALZAN.INFO

It is possible that this domain, newly registered in May 2007, is a future C&C server to be used as a backup
or upgrade in the future.

Information within the configuration files used by the Trojan are grouped by geography.
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6 WHOIS Data for Remote Websites

lenicnt.info (194.146.207.220) and cgtculj.com (194.146.207.18) are the primary domains used to host
malicious code and interact with the Trojan. Spamhaus blacklist both of these IP addresses for the primary
domains. Data also uploads to 194.146.207.133. Bleeding Threats signature that detects this activity is
2400000.

6.1 lenicnt.info

WHOIS information on lenicnt.info, hosted out of Panama but registered to a Russian e-mail address, is
below:

Domain ID:D17909755-LRMS

Domain Name:LENICNT.INFO

Created On:20-May-2007 14:04:28 UTC

Last Updated On:20-May-2007 14:31:38 UTC
Expiration Date:20-May-2008 14:04:28 UTC
Sponsoring Registrar:EstDomains, Inc. (R295-LRMS)
Status:CLIENT TRANSFER PROHIBITED
Status:TRANSFER PROHIBITED

Registrant ID:DI_6498411

Registrant Name:Petr Simonov

Registrant Organization:N/A

Registrant Street1:Starokrepostnaya 12/1
Registrant City:Kyiv

Registrant State/Province:Ky&#239;v
Registrant Postal Code:42045

Registrant Country:UA

Registrant Phone:+050.4568745

=1 =i 1T

Registrant Email: "™
Admin ID:DI_6498411
Admin Name:Petr Simonov

Admin Organization:N/A

Admin Street1:Starokrepostnaya 12/1
Admin City:Kyiv

Admin State/Province:Ky&#239;v
Admin Postal Code:42045

Admin Country:UA

Admin Phone:+050.4568745

s B R o (=) A

Admin Email:
Billing ID:DI_6498411

Billing Name:Petr Simonov

Billing Organization:N/A

Billing Street1:Starokrepostnaya 12/1
Billing City:Kyiv

Billing State/Province:Ky&#239;v
Billing Postal Code:42045

Billing Country:UA
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Billing Phone:+050.4568745

wskem =i 1,

Billing Email:
Tech ID:DI_6498411

Tech Name:Petr Simonov

Tech Organization:N/A

Tech Street1:Starokrepostnaya 12/1

Tech City:Kyiv

Tech State/Province:Ky&#239;v
Tech Postal Code:42045

Tech Country:UA

Tech Phone:+050.4568745

Tech Email; "=t
Name Server:NS1.LENICNT.INFO
Name Server:NS2.LENICNT.INFO

This domain has had several IP changes in 2007:
o 194.146.207.28
o 194.146.207.29
o 194.146.207.129
o 194.146.207.220

26 domains are currently associated with this IP, which may be useful in blacklisting:

Dinacnt.info
Domicnt.com
Empacnt.info
Grigent.info
Grizicnt.com
Hoicnt.info
Joimcent.net
Konicnt.com
Lenicnt.info
Nocicnt.com
Soncnt.info
Unicnt.info
Gifecnt.com
Adencnt.info
Hasicnt.info
Juidacnt.info
Lipocnt.com
Mircnt.net
Nisocnt.net
Rikocnt.info
Sogcnt.info
Tipocnt.com
Uravcnt.info
Wetricnt.info
Xifcnt.com
Yektcnt.info
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Nmap Scan of ip-207-18.nevacon.net (194.146.207.18) (up)

PORT STATE SERVICE
21 open ftp

22 open ssh

80 open http

873 open rsync

6.2 cgtculj.com

WHOIS information on cgtculj.com, also hosted out of Panama and registered to a Russian e-mail address,
is below:

Registration Service Provided By: YEKT LTD.
Contact: +007.9222026447

Domain Name: CGTCULJ.COM

Registrant:
N/A

lvanoa Alex  (hogo_
Lesi Ukraynki 15/7
Lviv

Lviv Oblast,25897

UA

Tel. +093.4587542

Baneil.m ]

Creation Date: 30-Jun-2007
Expiration Date: 30-Jun-2008

Domain servers in listed order:
ns2.cgtculj.com

ns1.cgtculj.com

Administrative Contact:

N/A

Ivanoa Alex (hogo_ T r=ilerir)
Lesi Ukraynki 15/7

Lviv

Lviv Oblast,25897

UA

Tel. +093.4587542

Technical Contact:

N/A

Ivanoa Alex (hogo  Tor=il.rin)
Lesi Ukraynki 15/7

Lviv

Lviv Oblast,25897

UA
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Tel. +093.4587542

Billing Contact:

N/A

Ivanoa Alex (hogo_ T or=ilerir)
Lesi Ukraynki 15/7

Lviv

Lviv Oblast,25897

UA

Tel. +093.4587542
Status:ACTIVE
This domain has only two IP changes:

e 82.98.235.50
o 194.146.207.18

20 domains are currently associated with this IP, which may be useful in blacklisting:

Bestnetserver.org
Dau8aym.com
Gjxuunj.com
Haygunj.com
Jimmculj.com
Kccbaym.com
Khcvaym.com
Lddéaym.com
Lddpaym.net
Qjidunj.biz
Rajjunj.com
Reniunj.com
Ret9unj.com
Sabkunj.com
Thleunj.com
Ucm7aym.com
Vjniunj.com
Werinj.com
Xiprid81.info
Ycggunj.com
Cgtculj.com

Nmap Scan of ip-207-220.nevacon.net (194.146.207.220) (up)

PORT STATE SERVICE
21 tcp open ftp

22 tcp open ssh

53 tcp open domain
80 tcp open http

443 tcp open https
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6.3 194.146.207.133

WHOIS information on 194.146.207.133, also hosted out of Panama and but NOT registered to a Russian e-
mail, is below:

inetnum: 194.146.204.0 - 194.146.207.255
netname: NEVSKCC-NET

descr: NEVACON LTD
country: PA
org: ORG-CCL18-RIPE

admin-c: JB3569-RIPE

tech-c: TR1783-RIPE

status: ASSIGNED PI

mnt-by: RIPE-NCC-HM-PI-MNT
mnt-lower:  RIPE-NCC-HM-PI-MNT
mnt-by: NEVSKCC-MNT
mnt-routes: NEVSKCC-MNT
mnt-domains: NEVSKCC-MNT

remarks 3k 3k >k 5k >k 5k >k 5k >k 5k >k 3k >k >k >k >k 5k >k 5k >k 5k >k 5k %k 3k >k >k >k >k >k >k >k >k 5k >k >k %k >k >*k 3k >* >k > >k 5% % >k %k
remarks: * Pay attention *
remarks: * Any communication sent to email different *
remarks: * from the following will be ignored! *
remarks: * Any abuse reports, please send themto *

=y = 20 = ret
remarks: * . *

source: RIPE # Filtered

organisation: ORG-CCL18-RIPE
org-name:  NEVACON LTD
org-type: OTHER

address: Republic of Panama
phone: +1 401 481 5514
e-mail: supportiineacon. net

admin-c: JB3569-RIPE
tech-c: TR1783-RIPE
mnt-ref: NEVSKCC-MNT
mnt-by: NEVSKCC-MNT
source: RIPE # Filtered

person: Josh Buslow
address: Republic of Panama
phone: +1 401 481 5514
e-mail: ripefneacon. net

nic-hdl: JB3569-RIPE
mnt-by: NEVSKCC-MNT
source: RIPE # Filtered

person: Tony Root
address: Republic of Panama
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phone: +1 401 481 5514

=B mre s et

e-mail:
nic-hdl: TR1783-RIPE

mnt-by: NEVSKCC-MNT
source: RIPE # Filtered

route: 194.146.204.0/22
descr: NEVACON LTD
origin: AS41731

mnt-by: NEVSKCC-MNT
source: RIPE # Filtered

A reverse-IP on this reveals the following websites:

Exbdvshv.net
Jitwtvbj.com
Kolipso.info
Tsforme.com
Useforme.com

The above domains are all hosted on one server, 194.146.207.133, in Panama registered to a Russian e-mail
address. This is the same server as is used to collect stolen information in this attack. WHOIS information
varies for these last domains, but are similar as shown with the first domain queried:

Registration Service Provided By: YEKT LTD.
Contact: +007.9222026447

Domain Name: EXBDVSHV.NET

Registrant:
N/A

lvanoa Alex  [(hogo_
Lesi Ukraynki 15/7
Lviv

Lviv Oblast,25897

UA

Tel. +093.4587542

Bonsil. ]

Creation Date: 12-Jun-2007
Expiration Date: 12-Jun-2008

Domain servers in listed order:
ns2.exbdvshv.net

ns1.exbdvshv.net

Administrative Contact:

N/A

lvanoa Alex  (hogo_ ™11
Lesi Ukraynki 15/7

Lviv
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Lviv Oblast,25897
UA
Tel. +093.4587542

Technical Contact:

N/A

Ivanoa Alex (hogo_ T r=ilerr)
Lesi Ukraynki 15/7

Lviv

Lviv Oblast,25897

UA

Tel. +093.4587542

Billing Contact:

N/A

lvanoa Alex (hogo_ Tor=il.rir)
Lesi Ukraynki 15/7

Lviv

Lviv Oblast,25897

UA

Tel. +093.4587542

Status:ACTIVE

Nmap Scan of ip-207-133.nevacon.net (194.146.207.133) (up)

PORT STATE SERVICE

21 tcp open ftp

22 tcp open ssh

80 tcp open http

443 tcp open https

\K;riSign'
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7 Concluding Comments

The 194.146.207.18 address used in this attack for communication with an infected computer is the same IP
used in a recent MPack attack. The large "Italian MPack" attack leveraged multiple sites, including
194.146.207.18. In that case 194.146.207.18 served as a redirector to a remote hostile MPack attack site. In
short, compromised sites hosted an IFrame link that pointed to one of several redirector sites, including
194.146.207.18, which then redirects the browser to an MPack attack site.

Rock Phish, an infamous group responsible for thousands of phishing attacks daily, uses configuration files
that leverage the same encoding technique as seen in this Torpig attack. The encoding mechanism is a
simple substitution cipher with a unique structure. Each configuration file starts with a C&C server
component followed by configuration data like e-mail addresses for phishing or targeted URLS for
information theft. It is highly likely that the same individual or group is responsible for both attacks using
the same basic techniques.

The Russian Business Network (RBN) has apparently expanded their net block operations to include the
194.146.204-207.* net block. This entire net block is routed through the original RBN net block. The image
below shows a trace route going through the original RBN net block.

Tracing route to ip—2807-18.nevacon.net [194.146.207.181
over a maximum of 38 hops:

<1 ms <1 ms <1 192 .168.08.1
3 ms 5 ms 4 20605 F el Pl

67 ms ? ms g dibbedaldBaitid 3

27 8 8 ba—128—8Y-12%.static.twtelecom.net [64.128_87 .12

7 ms 7 ms 8 mz b66.192.248.207
87 m=s 25 ms 23 ms dist-82-ge-3-3-8-1.sttl.twtelecom.net [66.172.24

85 25 23 66.192.248 .25
189 LE ged—A.crB2 . zealBl .pccwbtn.net [198.32.188.131
174 ms rhn.fe3d—-29.brA2.1dndl .pccwbhtn.net [63.218.52.114

298 ms ghit—eth-34-uk.shttel com [81_95 156.34]
311 ip-156-66.shttel.com [81.95.156.661]

249 m= ip—2@87-18 . nevacon.net IIF4 i9o-zZur. 18]

A
d

1
2
3
4
5
6
3
?
8
?

Trace route reveals a Connection to the Original RBN Net Block.
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8 Appendix A - Decrypted Configuration Data

Data decrypted from TMP files, used by the Trojan for configuration information, is below:

0zr1111137088eeeeeeecse];\Nosoe|eeee5N2341234 E\Aeee-
*5N2341233.E\Aeeeeekolipso.infoeeeee 194 146.207.13303eeeret9unj.come3eeealzan.infoe3e-¢194.146.207
.18eeeetsforme.comeeeeyseforme.comeeee

Ubcaixanet-particulares.bancocaixageral.es

apobank.de
www.centralnet.com.ve

alahlionline.com

sabbnet.com

brokerjet.ecetra.com

logon.egg.com
bcaixanet-empresas.bancocaixageral.es
www.linksimprese.sanpaoloimi.com

citibank.de
home.cbonline.co.uk
home.ybonline.co.uk

bibm.ad

aba.bsa.ad
db-direct.deutsche-bank.es
www.hanzanet.lv

bancochileus.com
www.empresas.bancochile.cl
www.winbank.bg
online.pcbanker.com
online.nbad.com
www.ulsterbankanytimebanking.ie

frostbank.com
www.cashanalyzer.com

bancatoscana.it
www.santander.cl
www.supremecard.com
leasing.resurs.se
frostbank.com
auth.umb.com
mandtbank.com
e-bank.iabank.bg
internetbank.swedbank.se

22
© 2007 VeriSign, Inc. All rights reserved. VeriSign, the VeriSign logo, the checkmark circle, "Where it all comes together," iDefense, and
other trademarks, service marks, and designs are registered or unregistered trademarks of VeriSign, Inc., and its subsidiaries in the
United States and foreign countries.



\K;riSign'
e

egnatiateller.egnatiabank.gr

itau.cl
bankieren.rabobank.nl
www.hanzanet.lv
secure.ikanobanken.se
www.officebanking.cl
online.westeastbank.bg
online.biochim.com
internetbanken.gripen.se
citicorp.com
ebb.ubb.bg
online.rbb.bg
online.bulbank.bg
u-net.unionbank.bg
online.ccbank.bg
e-postbank.bg
mwb.municipalbank.bg
i-bank.hebros.bg
e-fibank.bg
csb.nasbank.bg
rbweb.corpbank.bg

ingonline.bg
ebank.ibank.bg

dskdirect.bg
.bbobank.ch
.bcge.ch

.bcvs.ch

.dbs.com
.directnet.com
.forsakringskassan.se
.inetbank.net.au
.netbanking.ch
.nsbank.com
.online.citibank.cz

.pictet.com
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.plusgirot.se
.postbanken.no
.sampo.fi
.selfnet.ch
.snet.lu
.sparebank1.no
.wv.sebank.se
>cashman>
>cmserver
440strand.com
abcbrasil.com.br
abnamro.an
abnamro.be
abnamro.ch
abnamro.com
abnamro.com.sg
abnamro.lu
abnamro.nl
abnamroprivatebanking.com
advisernet.com.au
appliedcardbank.com
arubabank.com
bac.net
bancafe-pa.com
bancnetonline.com
bancnetvan.net
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banco-general.com
bancocuscatlan.com
bancofar.es
bancopostaonline.poste.it
banistmo.com
bankenverband.li

banking.
.ch

banking.agkb.ch
banking.bankofscotland.co.uk
bankline.natwest.com
ban’uedeluxembourg.com
ban’ uedubois.com
banvivienda.net
barclays.com
barclays.es
bcp.ml.com
ber.ro
bgbank.dk
bhw.de
bib.hsbc.com
bicsapan.com
bnpparibas.com
bnpparibas.lu
bob-w.firstcitizens.com
bob-w.ironstonebank.com
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bpiexpresslink.com
bpitrade.com
bradesco.com.br
bradescori.com.br
bred.fr
business.fokus.no
business.memberdirect.net
businessbillpay-e.com
businessonline
businessonline.com
butterfieldonline.ky
caisse-epargne.fr
cajamar.es
capitalone.com
carnegiebanking.com
cashproweb.com
cey-ebanking.com
cgrehb4.cd.citibank.gr
channel-e.com.my
chinatrust.com.ph
cic.fr

citibank.be
citibank.com.au
citibank.com.hk

citibank.com.ph
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citibank.com.pl
citibank.es
citibusinessonline.da-us.citibank.com
citidirect-eb.citicorp.com
clariden.com
claridenleu.com
cmb-home.com
cmserver
commercebank.com
commercialbanking
corneronline.ch
cortalconsors.de
cortalconsorsvillage.lu
cpwportal
credicorpbank.com
creditmutuel.fr
ctreporter.coletaylor.com
cz.unicreditbanking.net
danskebank.dk
danskebank.se
decu.com
deltabank.net
dexia.be
dhbbank.com
dnbnor
dnbnor.no
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dollarbank.com
e-familybnl.it
e-private.lu
eastwestbanker.com
ebank.emporiki.gr
ebank.hsbc.co.uk
ebank.hsbc.com.hk
ebankig.bov.com
ebanking-services.com
ebanking.bov.com
ebanking.millenniumbank.gr
ebc1961

ecashman

edb.com
egnatiateller.egnatiabank.gr
exactéweb
fibancmediolanum.es
filbbg.com

fineco.it
firstambank.com
fiservsa4.com
fortisbanue.lu
frostbank.com

gbw
it

gemoneybank.se
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globalbank.com.pa
grupomulticredit.com
handelsbanken.se
hellenicnetbanking.com

homebank.nbg.gr

hp
first-direct.com

hsbc.com.sg
hvbtiriac.ro
ing.lu
ingbank.nl
insularlife.com.ph
internationalbanking.barclays.com
iurisbank.com
jobtoasterspain.com
juliusbaer.com
kasweb.com
kaupthing
kb24.pl
kbbanki.is
kbconline.kbc.be
lasallebank.com
latpro.com
leumi.ro
login.hsbc.com
loyalbank.com
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mandtbank.com
metrobankdirect.com
mitnykredit.dk
mlp.de
mmgbank.com
mps.it
mygottardo.com
mystreetscape.com
navyfcu.org
net.hsbc.com
netbank.edb.com
nettbank.fokus.no
nfbconnect.com
nordea.dk
ntrs.com
offshore.hsbc.com
onlineserv
onlinetreasurymanager
paypal.com
pkointeligo.pl
portalbank.no
postbanken.no
poste.it
primerempleo.com

privatebanking.info
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produbanco.com
pushinfo.com
rabobank.nl
raiffeisen.hu
raiffeisen.lu
raiffeisendirect.ch
redfcu.org
reuschel.com
robecodirect.nl
ruralvia.com
sampo.fi
sanostra.es
sebank.se
secure.lcf-rothschild.lu
secureinternetbank.com
sgbt.lu
skandiabanken.no
snet.lu
sparebankl.no
staalbankiers.nl
standardchartered.com.hk
stgeorgesbank.com
surepayroll.com
towerbank.com
trabajo.org
treasurydirect.gov
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trustweb.com
uae.hsbc.com

ucpb.com

unicaja.es
unionbankph.com
uno-e.com
vault.melloninvestor.com
vip.lasallebank.com

vr-
ebanking.de

webcashmgmt

wellsoffice.wellsfargo.com
a.photofile.ru
access.imb.com.au
accounts.key.com
achpayments.wachovia.com
allianceach.com
amdirect.ambg.com.my
areasegura.banif.es
asp2.paybillag.com
auth4.jpmorgan.com
authzone.virtualbank.com
b2b.ccb.cn
banca.cajaen.es
bancae.bancoetcheverria.es
bancae.caixapenedes.com
bancainternet.bancocredicoop.coop
bancaonline.openbank.es
bancolombia.olb.todo1.com
banesnet.banesto.es
bank
.netbanking.ch
banking.
.ch
banking.
sparkasse
.de
banking.1822direkt.com
banking.bankofscotland.co.uk
banking.bcju.ch
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banking.bdg.ch
banking.bekb.ch
banking.bekbnet.ch
banking.berliner-bank.de
banking.berliner-sparkasse.de
banking.bw-bank.de
banking.degussa-bank.de
banking.firsttennessee.
banking.ing-diba.de
banking.nordlb.de
banking.oberbank.de
banking.ospa.de
banking.postbank.de
banking.privatbank.at
banking.raiffeisen.at
banking.santander.de
banking.tkb.ch
banking.uboc.com
banking.us.hsbc.com
bankingportal.
.de
bankingportal.kreissparkassealtenkirchen.de
bankingportal.ksk-birkenfeld.de
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