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McColo - Cyber Crime USA 

HostExploitõs Cyber Crime Series - Version 2.0 

Advice and data: 

StopBadware, McAfee, Trend Micro, Emerging Threats, Knujon, Sunbelt, CastleCops, Spamhaus, 

Arbor Networks, Malwaredomains, Threat Expert, SecureWorks, aa419, NEOinfoSecForum, Robtex 

Blog 

InternetEvolution .com 

ABSTRACT 

This second CYBER CRIME USA report highlights those Internet players that currently host the worldõs major spam 
botnets (an estimated 50% of spam worldwide), malware, rogue PC security products, cybercrime affiliate payment 
systems, and child pornography.  This study from HostExploit.com is based on tracking and documenting ongoing 
cyber criminal activity. As a result of the first report focusing on Atrivo / Intercage and subsequent community 
actions, there was a quantitative drop of 10% of spam and malware worldwide. While temporary, it does clearly 
demonstrate that with a concerted and consistent effort by concerned commercial Internet network operators, a safer 
Internet can ensue.    
 
On this occasion we focus on McColo and others that, like Atrivo / Intercage, actually operate from servers and 
depend on US transit peers. This open source security study sets out to quantify and continuously track cyber crime 
using numerous methods of measurement.  In addition to original quantitative research and analysis, the study draws 
upon and welcomes the findings of other research efforts.  What emerges is a picture of a front for cyber criminals 
who specifically target consumers in the United States and elsewhere. It provides hard data regarding specific current 
activity within McColo and associated networks, explains how consumers are targeted, and describes McColo's 
virtual network structure.  
 
The philosophy behind the study is that we as an Internet community act in accordance with the ACM (Association of 
Computing Machinery) code of ethics, e.g. avoiding harm to others."Harm" means injury or negative consequences, 
such as undesirable loss of information, loss of property, property damage, or unwanted environmental impacts. This 
principle prohibits use of computing technology in ways that result in harm Internet users and the general public. It is 
the Internet security communityõs responsibility to blow the whistle. While we do not take the actions to ôstopõ the 
cyber criminals, we do urge those who provide connectivity or peering to consider this report and their role.    
 
 
Stop Press ð Nov 11 2008 ð 7:30pm (EST)   

According to the CIDR report which shows routing for AS networks. McColo has been de-peered by Hurricane 

Electric (HE) one of the major routes of transit for McColo tonight. An explanation is shown in the Washington Post, 

we ensured HE was aware of this reportõs content. This clearly demonstrates that, when presented with the 

appropriate evidence of criminal activity, the Internet community can bring about the positive forces necessary to 

purge it. As a note of caution there is still limited access to the McColo badness and there still many other bad actors 

on the Internet, but we can believe in ôchangeõ. 

http://internetevolution.com/
http://www.cidr-report.org/cgi-bin/as-report?as=AS26780
http://voices.washingtonpost.com/securityfix/2008/11/major_source_of_online_scams_a.html
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1. INTRODUCTION  

 

This reportõs purpose is to provide specific facts and analysis on bad actors which provide Internet hosting. In this 

report we focus on McColo Corp., which was described by Kaspersky Labs as òé.the US hosting provider 

MCCOLO, whose resources have long been used for distributing malicious programs and hosting cybercriminal sitesó  

It is the second in a series, of Cyber Crime USA. The first report, "Atrivo ð Cyber Crime USA," in itself did not 

bring down Atrivo. But it did highlight bad actor(s) on the Internet, drawing upon five years worth of anti-spam, 

abuse, malware, and botnet research.  

However, the report stressed such activities could not occur if commercial third parties or other organizations did not 

collaborate. Such collaboration is mostly without charge but can be the equivalent of turning a blind eye to the bad 

activity while accepting the cash, as perhaps several commercial hosting or Internet servers did. Cyber criminals 

totally depend on the complicity, cooperation or ignorance of providers in the U.S, Europe or elsewhere. 

After publication, Atrivo/Intercage was "de-peered," in both a technical and normal sense. North American Network 

Operators' Group (NANOG) operators have the right to de-peer anyone they don't trust -- these are voluntary 

relationships in which providers accept each otherõs traffic. The report and the community response was the straw 

that broke the camel's back, after many years of assuming either law enforcement or someone else would act. Since 

Atrivo/Intercage went dark, independent reports showed a 10 percent drop in spam worldwide and less badware 

available.  

As Richard Donaldson, COO of United Layer, the last provider to de-peer Atrivo / Intercage, stated, "What is the 

ethical thing to do in this situation? Can people reform? Can they stay reformed?"  

The answer is a split decision; No in the case of clearly cybercriminal operated enterprises, but happily, yes if we 

take, for example, Directi, the major Asian domain registrar, which had received much criticism and some bad press. 

It was able to demonstrate its resolve, with the help of the community and a strengthened abuse team. It has now 

downed 175,000 bad domains, and stripped the privacy from 500,000 resellers, based upon proven abuse; see 

HostExploit's latest report.  

Some have faulted the Atrivo report as violating the principle of "Net neutrality." Net neutrality means different 

things to different people. At its most fundamental, Net neutrality is about making sure that users have control of 

what content they receive. But as the Atrivo and now McColo reports demonstrate, what we are talking about is 

criminal activity aimed at innocent parties. If Net neutrality is an extension of freedom of speech, it is worth noting 

that not all speech is protected. Words aimed at defrauding people--to say nothing of active taking of others' property 

via malware--are not lawful. In fact, those that assist fraudulent speakers are at times found to share legal as well as 

moral culpability.  

HostExploit follows the wisdom, of Eleanor Roosevelt, who said: "Do what you feel in your heart to be right, for 

you'll be criticized anyway. You'll be damned if you do, and damned if you don't." As professionals, we blew and are 

continuing to blow the whistle, while mindful of the consequences and potential criticisms, it is absolutely worth it.  

This report raises the question: should the Internet community tolerate McColoõs presence?  

http://hostexploit.com/downloads/Atrivo%20white%20paper%20090308ad.pdf
http://www.betanews.com/article/UnitedLayer_COO_Giving_access_to_InterCage_is_an_issue_of_ethics/1222396858
http://hostexploit.com/downloads/Directi%20and%20Hostexploit%20abuse%20report%201.0%201008-1a.pdf
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2. THE TOXIC NETWORKS  

 

In this report we focus on a small group of ôbad actorõ Internet network operators, especially McColo.  The five 

shown in this section are not specifically associated apart from the similar aspects of badness (see page 20). To assist 

the reader: 

 This bullet = key points & summary items of information in the main sections 

 The AS # (Autonomous System Number) is an identity for the network operator, issued by Internet 

Assigned Numbers Authority (IANA). For this and other terms, see Appendix 3 The Glossary of Terms  

 The numbers showing e.g. Infected / badware sites = 62 (from 3,072 IP addresses ð exploit ratio 2.02%) 

the Exploit Ratio is a measure of known infected web sites per IP address. A measure of clean hosting 

should be say a maximum of 0.01%    

 Each overview shows a ôbad data historyõ of security observation e.g. (bad data history 05/2006 ð 10/2008) 

 It should be noted all data contained within this report is recent Nov 6th 08 or shown as historical.  
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2 a ð McCOLO 
Serving & Hosting: Botnet infrastructure, Spam, Mal Links, Malware 

warehousing, Rogues & Fakes, & Illegal Content (child pornography). 

Overview of current badness instances (bad data history 05/2006 ð 10/2008): 

 Pharm & spam = 172  

 Botnet C&C = 24 

 Mal Links = 969 

 Rogues & Malware = 64 

 Infected / badware sites = 62 (from 3,072 IP addresses ð exploit ratio 2.02%) 

 Illegal content = 40 locations & payment systems 

 

Rustock - Cracklab / Freed0m & McColo 
 

Rustock advisory May 08 - rootkit named NTLDRBOT (ref: SysInternals Forum) authored by 

Cracklab.ru / Freed0m.org 208.72.168.146 Hosted by McColo & co-hosted name servers by: 

 AS8342 RTCOMM Autonomous System Moscow, Ru 

 AS35295 PETERHOST, Ru 

 

The following two figures diagrammatically show the relationship of Internet servers; 

 

  

 

http://forum.sysinternals.com/forum_posts.asp?TID=14844
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Rustock and All That ð Virus List 
 

òThe hallmarks of the IFrameBiz group have tended to be domains in the .biz zone and filenames in the loadadv*.exe 

format.  

The group can be traced back to Russia, where most of its members reside. In the early stages of its existence the 

group extensively used hosting resources in St. Petersburg. It is also known to have collaborated with the infamous 

RBN (Russia Business Network), which many experts also associate with the city.  

The IFrameBiz botnet is actively used to distribute new malicious programs. Customers pay for a time period during 

which their Trojans will be distributed via the botnet. Then the Trojans are downloaded to victim computers. It is 

common for the same downloader (e.g., Tibs) to install several Trojans from different customers. The service is in 

demand, and customers think nothing of their requests being fulfilled at the same time as several other client orders.  

To perform this task, the botnet connects to a server at 208.66.194.215 and receives message templates from it. The 

IP address belongs to the US hosting provider MCCOLO, whose resources have long been used for distributing 

malicious programs and hosting cybercriminal sites.ó Ref: Kaspersky / Virus List  

Currently McColo hosts C&C (command and control) servers for some of the biggest botnets - Rustock, Srizbi, 

Pushdo/Cutwail, Ozdok/Mega-D and Gheg all have part or all of their master control servers hosted by McColo. 

When Atrivo was de-peered, the world saw a brief drop in the output of spam. If McColo were ever to suffer the 

same fate, worldwide spam output would probably be cut in half (ref ð Joe Stewart ð Secureworks) - (ref Srizbi ð 

McAfee) 

 

 

FraudCrew & McColo 
 

 

FraudCrew = CoolWebSearch hijackers ð Sunbelt & SiteAdvisor 

 

64.62.171.193 
  base route as 

193.64-62-171.reverse.mccolo.com 
64.62.128.0/18 
Hurricane Electric 55 
South Market St San 
Jose, CA 

AS6939 
Hurricane 
Electric  

fraudcrew.com 

mail.fraudcrew.com 

proxy.fraudcrew.com 

 

http://www.viruslist.com/en/analysis?pubid=204792011
http://www.secureworks.com/research/threats/warezov/
http://us.mcafee.com/virusInfo/default.asp?id=description&virus_k=142902
http://us.mcafee.com/virusInfo/default.asp?id=description&virus_k=142902
http://www.siteadvisor.com/sites/fraudcrew.com
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base ip route as 

193.64-62-
171.reverse.mccolo.com 64.62.171.193 64.62.128.0/18 AS6939 

mccolo.com 

208.66.192.100 

208.66.192.0/22 

AS26780 

208.66.192.102 

208.72.175.3 208.72.168.0/21 

208.66.195.232 208.66.192.0/22 

208.72.175.5 208.72.168.0/21 

208.66.192.101 208.66.192.0/22 

208.72.175.6 208.72.168.0/21 

 

 

Sinowal / Torpig / Mebroot & McColo 
Below is shown an example of command and control via McColo housed botnets of The Sinowal Trojan virus tracked 

by RSA, which stole the details of about 500,000 online bank accounts and credit and debit cards. It originated from 

McColo IP address 208.72.169.56   

208.72.769.56 
  

base route as 

56.208-72-1.reverse.enterhost.com 208.72.0.0/22 
AS26780 
MCCOLO  

 

http://www.rsa.com/blog/blog_entry.aspx?id=1378
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 Major Peers & Transit ð for McColo 

 AS3549 = GBLX (Global Crossing) ð 40% 

 AS6939 =  HURRICANE Electric ð 53% 

McColo names as partners òmccolo.com/about/ ó = Cisco, Hewlett Packard, 3Com, Hurricane 

Electric, GLBX (Global Crossing), Ynot 

McColo Locations = 

Stated Postal - 64 East Main St. Box 275, Newark, DE, 19715 

USA  

The actual PO Box is operated by SIMILEX, which 

provid es online Delaware incorporation services.   

Brewed Awakenings, Floundergraphics, Italo's Tailor 

Shop & Cleaners are located at 64 E Main St Newark, DE  

Pictured is the actual street view of - 64 East Main St. 

Newark, DE 

 

Stated server location - MarketPostTower IT center, San Jose, CA, USA. 

Actual trace routes of McColo IP addresses - Palo Alto, CA and Fremont, CA i.e. Hurricane Electric 
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Sample McColoõs web pages  

(a) Contact and partner page 

 

(b) Pricing for dedicated (bulletproof?) 

serving 
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2 b ð HOSTFRESH 
Was routed by Atrivo AS27595, the hub of malware in the USA for years 

until Atrivo / Intercage were de -peered from the Internet. 

 

Overview of current badness instances (bad data history 05/2006 ð 10/2008): 

 Pharm & spam = 3,284 

 Rogues & Malware = 16 

 Infected / badware sites = 49 (from 11,264 IP addresses ð exploit ratio 0.44%) 

 

The botnet based at IP address 58.65.237.49 from Hostfresh was used in the cyberwarfare DDos on 

Georgia government web sites. 

 

58.65.237.49 
   base reverse route as 

ns14.antimalware09.com 

58-65-237-
49.myrdns.com 

58.65.237.0/24 
Proxy-registered 
route object 

AS23898 
HOSTFRESH AS AP 
HostFresh Internet 
Service Provider 

ns14.antimalware09.net 

ns9.onine-antivirus-09.com 

58-65-237-49.myrdns.com - 

 

 

 


