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ABSTRACT

Thissecon€@YBER CRIME U&porthighlighthose Internet playersc¢hatently host theo r majdd spam
botnetgan estimated 50% of spartuwide) malwarerogue PC security produstsercrime affiliate payment
systemsand chilgpornographyThisstudyfrom HostExploit.co based drackinganddocumeirigongoing
cyber criminal activiys a result of the first report focusirgrivo/ Intercageand subsequesmmunity
actionsthere was a quantitative dfdi0% of spaamd malwangorldwide Whiletemporaryit does clearly
demonstrathatwith a concerted and consistentogfforicernecbommercial Internet networkaipes a safer
Internet can ensue.

On this occasion we focus on Ma@blotherhat,like Atrivo / Intercagactuallpperatdrom serverand

depend on W@nsipeersThisopensourcesecurity study setut to quantifgnd continuously tragker crime

using numerous methods of measurenaattition to original quantitative reaedranalysibe study draws
uponand welcomé#se findings of other research effghiat emerges is a picture of a front for cyber criminals
who speaifally target consumers in the United States and &lpeahides. hard data regarding specific current
activity withilrMcColoand associateetworks explains how consumers are targetehscribesicColo's

virtual network structure

The philopty behind the studhadwe as an Internet commaityn accordandeh theACM (Association of
Computing Machinergiieof ethicse.g avoithgharm to othefslarm™ means injury or negative consequences,
such as undesirable loss of infortoatiand,property, property damage, or unwanted environmental impacts. T
principle prohibits use of computing technology in ways that result in basrsimietmegenepaibliclt is

€ S

"his

thelnternee cur i ty communi t yewhistle. &ile wende hobtekiadhidesty o t 6 s b d p & t

cyber criminalse do urge those who provide connectivity or peering to consider this report and their role.

Stop Pres$ Nov 11 2@838 7:30pm (EST)

According to thelDR reporwhichshowsouting for AS networkdcColohas been -geered by Hurricane
ElectridHE) orof the majaoutes of transit idcColdonight An explanation is shown ift\inington Post

we ensuredHE wasaware of this repbricontentThis clearly demonstrates that, when presented with thg
appropriate evidence of criminal activity, the Internet community can bring about the positive forces ne
purge itAs a note of cautibere is stiiimitedacess to thdcColdadnesnd thersill many ther bad actors

on the Interndbutwe can believe@mhange
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http://internetevolution.com/
http://www.cidr-report.org/cgi-bin/as-report?as=AS26780
http://voices.washingtonpost.com/securityfix/2008/11/major_source_of_online_scams_a.html

1. INTR@UCTION

This reportds purfacaadanalysion badactgiioh providimeternetmostiogin fthis c
report we focus on McCGlrp, whichwasdescribed bigasperskials as@ .the US hosting provider
MCCOLO, whose resources have long been used for distributing malicious programs amihiabsiteg cyberc

It is the second isemiesof Cyber Crime USPhefirstreport "Atrivod Cyber Crime USARN itself did not
bring down Atrivo. But it didiight badcto(s)on the Internet, drawing upon five years wortisgdiranti
abuse, malware, and botnet research.

However, the report stressed such activities could not occur if commercial third parties or other organizatid
collaborate. Suntilaboratiois mostlywithout chardaut can bile equivalent of turning a blind eye to the bad
activitywhileaccepting the cash, as perhaps several commercial hosting or Interr@ytseroemnidals
totallydependn the comiplty, cooperationignorancef providers in the UEBirope oglsewhere

Afterpublicatigmtrivo/Intercage was “joeered,"” in both a technical and normaisehsamerican Network
Operators' Group (NANOdgperators have the right tpede anyone they don't truliese are voluntary
relationships which provideascepeaclo t h teaffid The report and the community response was the strav
that broke the camel's back, after many years of assuming either law enforoenatse @rosddnact. Since
Atrivo/Intercage went dark, independent reports showed a 10 percent drop in spam worldwide and lesg
available.

As Richard Donaldson, COO of United Layer, the last proyiderAtid® / Intercagetated"What is the
ethical thing to do in this situation? Can people reform? Can they stay reformed?"

The answer assplit decision; No lie tase of clearly cybercriminal operated entergremsily yesf we

take, for example, Directi, the major Asian domain registrar, which hadheceiigdsin asoime bad press.

It was able to demonstrate its resolve, with the hetprwhahéycand a strengthened abusé teemow
downed 175,000 bad domains, and stripped the privacy from 500,000 resellers, based upon proven
HostExploit's latest report

Some have faulted the Atrivo report as violating the principle of "Net neutrality." Net neutrality mﬁans
things to different people. At its most fundamental, Net neutrality is abouthmbkisersirave control of
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what content they receive. But as the Atrivo and now McColo reports demonstrate, what we are 'g_s%llking; abo

criminal activity aimed at innocent parties. If Net neutrality is an extension of freedom of speech, itis wo
that not all speech is protected. Words aimed at defraudingagopliing of active taking of others' pro@erty
via malwarare not lawful. In fact, those that assist fraudulent speakers are at times found to share%egal
moral culpay.
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HostExploitollows th&isdompf Eleanor Roosey@&hosaid "Do what you feel in your heart to be right, for
you'll be criticized anyway. You'll be damned if you do, and damned if you don't.'sAggirefsasibaaé
continuingp blowthe whistlayvhilemindful of the consequences and potential dtitsasssiutely worth it.

This report raises the questibnou | d t he I nternet cd&mmunity tol
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http://hostexploit.com/downloads/Atrivo%20white%20paper%20090308ad.pdf
http://www.betanews.com/article/UnitedLayer_COO_Giving_access_to_InterCage_is_an_issue_of_ethics/1222396858
http://hostexploit.com/downloads/Directi%20and%20Hostexploit%20abuse%20report%201.0%201008-1a.pdf

2. THETOXIQNETWORKS

In this report we focus emall group 6fb a d Intemdt metwérk operatepecially McColbhe five
shown in this sectiomatespecificaligsociated apart fronsithdaaspects of badriese page 2Tp assist
the reader:

E This bullet key points & summargnief information in the main sections
E The AS #Autonomous System Nujiban idetyifor the network operator, issuddtbynet

Assigned Numbers Authority (JARSAthis and other teyisee Appendix 3 The Glossary of Terms
E The numbers shaywinglnfected / badware sites = 62 (from 3,072 IP adavqesigatio 2.02%
theExploit Ratio is a measure of known infected web sites per.IR mad®s®e of clean hosting
should be sagmaxmumof0.01%
Each over awaidew agtmows sd od ly 0 (ban HatashistaryuOb/2006/2008b s e r
It should be noted all data contained within this repoils/i@@8dr shown as historical.
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Figure 1 — THE TOXIC NETWORKS - HostExploit.com v2.0 2008
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Y 2ad McCOLO

AS26780 Serving &Hosting: Botnet infrastructure, SpamMal Links, Malware
MCCOLO warehousing, Rogues & Fakes, & lllegal Content (child pornography).

Overview of current badness instanced@d data history 05/20066 10/2008):

Pharm& spam =172

Botnet C&C =24

Mal Links = 969

Rogues & Malware =64

Infected / badware sites = 62 (from 3,072 IP addresgesxploit ratio 2.02%
Illegal content = 40locations & payment systems

E EEE EE

Rustock - Cracklab / FreedOm & McColo

Rustock advisory May 08 rootkit named NTLDRBOT(ref: Sysinternals Forurpauthored by
Cracklab.ru / FreedOm.org208.72.168.14fosted by McColo & cehostedname serveshy:

E AS8342 RTCOMM Autonomous System Moscow, Ru
E AS35295 PETERHQRU

The following two figures diagrammatically showthe relationship of Internet servers;
208.72.168.0/21 —=pm AS26780

cracklab.ru

208.72168.146

freedOm.org

e 105161113218 —NET g 195161.0.016 —25 e AS8342
nsl.nameselfcom g———

0872168145 —NEL g 20B.72168.0/21 —25 g AS26780

freedOm.org

r— 27162738 — NET g 297 1616.0/20 — 25 g AS25532
*___B.---""

ns2.nameself.com
A

MET 93,48 — A5
50.03.50149 LU R 80.83.48.001 AS3I57G5

‘_\F-E"L

nsi.nameself.com

org
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http://forum.sysinternals.com/forum_posts.asp?TID=14844
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Rustock and All Tha® Virus List

0 T thalmarks of the IFrameBiz group have tendesh&insardthe .biz zone and filenames in the loadadv*.ex¢

format.

The group can be traced back to Russia, where most of its meimbleeseadydstages of its existence the
group extensively used hosting resources in St. Peteedbarigdinn to have collaborated with the infamous
RBN (Russia Business Network), which many experts also associate with the city.

The IFrameBiz botnet is actively used to distribute new malicious programs. Customers pay for a time per
which thir Trojans will be distributed via the botnet. Then the Trojans are downloaded to victim computers.
common for the same downloader (e.qg., Tibs) to install several Trojans from different customers. The serv
demand, and customers think gnothiimeir requests being fulfilled at the same time as several other client ord

To perform this taihke botnetonnects to a serv@0&866.194.2 Hind receives message templates from it. The
IP address belongs to the US hosting IO@@erQ whose resources have long been used for distributing
malicious programs and hosting cybercriméisitaspersky / Virus List

Currently McColo hosts C&C (command and cordrsljaesome of the biggest boettock, Srizbi,
Pushdo/Cutwail, Ozdok/Mdgand Gheg all have part or all of their master control servers hosted by McCold
When Atrivo was-gdeered, the world saw a brief drop in the output of spam. If M&Velaeveuffer the
same fate, worldwide spam output would probably be cutdddalb{eefadiSecureworks(ref Srizld
McAfee)

FraudCrew & McColo

FraudCrew €oolWebSearch hijaci&sgnbelf SiteAdvisor

64.62.171.193

base route as
193.6462-171.reverse.mccoloan

64.62.128.0/18
- Hurricane Electric 55 AS6939
mail.fraudcrew.com South Market St San Hurricane
proxy.fraudcrew.com Jose, CA Electric

fraudcrew.com
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http://www.viruslist.com/en/analysis?pubid=204792011
http://www.secureworks.com/research/threats/warezov/
http://us.mcafee.com/virusInfo/default.asp?id=description&virus_k=142902
http://us.mcafee.com/virusInfo/default.asp?id=description&virus_k=142902
http://www.siteadvisor.com/sites/fraudcrew.com

base ip route as

193.64-62-

171.reverse.mccolo.com 64.62.171.193 64.62.128.0/18 | AS6939
208.66.192.100
208.66.192.102 208.66.192.0/22
208.72.175.3 208.72.168.0/21
208.66.195.232 208.66.192.0/22
208.72.175.5 208.72.168.0/21
208.66.192.101 208.66.192.0/22

mccolo.om 208.72.175.6 208.72.168.0/21] AS26780

64.62.128.018 ————— 25 gm ASEG3Q

NET

G4.62.171.193 FTR
- T 193.64-62-171.reverse.meccolo.com

,..-"&'_'

mailfraudcrew.com

e 562521255 — M g 662620019 ————— g AS23I52
ns2.afraid.org g——mom—"

fraudecrew.com

ns4.afraid.org '___P‘Iﬁ"n‘—l-
T G718.179.15

\&_\b
67.18.0015 — 55 g AS21844
nsl.afraidory ——2 gm §7.19.72.206 A

PTR

ns3.afraid.org
A

- 7220251348 —NET g 7220.00MH8 — A9 g ASO5TEY
com

Sinowal / Torpig / Mebroot& McColo
Below is shown an example of command and control via McColo houdeel Bimtoetd dtojan virus tracked
byRSAwhictstole the details of about 500,000 online bank adamnedis @nd debit caltdsiginagédfrom
McColo IP address 208.72.169.56

208.72.769.56

base route as
AS26780
MCCOLO

56.20872-1.reverse.enterhost.com 208.72.0.0/22

McColo- Cyber Crime USA 2008 Version 2.0



http://www.rsa.com/blog/blog_entry.aspx?id=1378
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McColo- Cyber (@

AS26780 MCCOLO AS McColo Corp

Peer and upstream distribution

AS3549 40% n!

AS6939 53%

Brief information

Number of prefixes: |3
‘Regions: 2
fﬁ}lumbers: | 3328
| Unique IP numbers: |3072
Overlapplng IP numbers: 256

Major Peers& Transit d for McColo

E AS3549 =GBLX(Global Crossing 8 40%
E AS6939 =HURRICANE Electriad 53%

McColo names apartners omccolo.com/about/ 6 = Cisco, Hewlett Packard, 3Com, Hurricane
Electric, GLBX (Global Crossing), Ynot

McColo Locations=

Stated Postal 64 East MaintSBox 275, Newark, DE, 19715
USA

The actual PO Boxis operated by SIMILEX which
provid esonline Delawareincorporation services.

Brewed Awakenings, Floundergraphicsltalo's Tailor
Shop & Cleanerare located at64 E Main SNewark, DE

Pictured is theactual street view of - 64East Man St.
Newark, DE

Stated server location MarketPostTower IT center, San Jose, CA, USA.

Actual trace routes of McColo IP addressedPalo Alto, CA and Fremont, CA i.&durricane Electric




McColo Hosting Solutions
offers best-of-breed IT senices
for any customer, starting from
individuals to large companies
and corporations.

McColo Benefits:

= Safe and modern
Datacenter

= | eading internet
providers

= Quality tested equipment

= Trained staff

Our datacenter is situated in
top-level modern
MarketPostTower IT center,
San Jose, CA, USA.

Total bandwidth throughput
exceeds several gigabits.

We use only certified
equipment providers, such as
Cisco, IBM, Intel, Supermicro.

Thanks to our professional
trained staff, we managed to
lower risks to the minimum.

Become our customer today
and open new horizons for your
business.

We accept all
major payment
methods:

= Wire Transfer
= Credit Card*

Processor: P4 3.2 Ghz

McColo Hosting Solutions offer you:

RAM: 1GB DDR
Maximum stabilily for your business Hard Drive: 2x160 GB Sata
23 e suppod OS: Your choice
2 Hsme Bandwidth: 10 lops
Enterprise level datacenter
DDos protection $210/month
User-friendly trained staff
Each server includes: 111 Advanced
= only best parts from Supermicro
= remote reboot senice access (APC) Processor: Intel Core 2 Duo
RAM: 2GB DDR

= online statistics access
Hard Drive: 2x160 GB Sata (raid)
OS: Your choice

Bandwidth: 10 Mops

= full root-level server access
= any OS atyour choice

Cisco SysTems
WWW.CiSCO.Com

(ﬁp] www.hp.com

[£72\

S www.3com.com
3com e
www.he.net
% www.globalcrossing.com

> 3
'.((;l!) | (i@  httpJiwww.ynot.com
A

* Customization?
contact sales manager

+1 (914)
455-5598

% 407737
Skype: mcalexey
sales@mccolo.com

Dedicated Servers SLA
AUP

$299/month

111t Professional

Processor: Dual Xeon Dual Core 3.0
RAM: 2GB DDR-I

Hard Drive: 2x250GB Sata(raid)

0S: Your choice

Bandwidth: 100 Mbps

$1995/month

General information:
info@mccolo.com

Tech support:

support@mccolo.com (ticket
system)

Sales dept:
sales@mccolo.com

Virtual Hosting:
virtual@mccolo.com

ICQ:
407737

&
403222

Phone:

+1-914-455-5598

Fax:

+1-408-716-8899

Our post address

McColo Corp., 64 East main st.,
Box 275

Newark, DE, 19715, USA

- SampleMc Co | o fpageswe b

(a) Contact and partner pag

(b) Pricing for dedicated (bulletproof?)
serving

McColo- Cyber Crime USA 2008 Version 2.0




E Pharmé& spam =3,284

E Rogues & Malware =16

Georgia governnent web sites.

2 b 6 HOSTFRESH
Was routed by Atrivo AS27595, the hub of malware in the USA for years
until Atrivo / Intercage were de -peered from the Internet.

Overview of current badness instances (bad data histo85/20066 10/2008):

¥ Infected / badware sites =49(from 11,264P addresse$ exploit ratio 0.44%

The botnet basedat IP address58.65.237.48om Hostfresh was used in the cyberwarfare DDos on

ns9.onineantivirus09.com

49.myrdns.com

58-65-237-49.myrdns.com

58.65.237.49

base reverse route as
nsl4.antimalware09.com

nsl4.antimalware09.net 58-65-237- AS23898

58.65.237.0/24
Proxyregistered
route object

HOSTFRESH AS /
HostFresh Internet|
Service Provider

McColo- Cyber Crime USA 2008 Version 2.0
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