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ATRIVAD CYBERCRIMEUSA

White Paper- Atrivo and their Associates

Abstract

This study was initiated to track and document scientifically the ongoingl adbieitgrirom within the IP
space and servers controlled by the Chégwmdidtrivo, and other associated entities. Atrivo is a significa
Service Provider and peering point on the Internet, and controls a large number of IP addresses ust
content end users all over the Wdrdd philosophy behind this study is the fear that eithednierres a
communitt ake action to 6stopd6 the cyber criminals
control®r seek a closeinetto protecthem

Thisis anOpen Source Security study set out to quantify and continuously track cyber crime using n
methods of measurem#ribcuses specifically on the notorious Atrivo, which has been seen by many over
year@s a main conduit for financial scams, identity theft, spam and malware. This study although fully sel
is the first of a series of reports, on a monthly basis there will be a follow up to report on the community
the efforts of the eyleriminals to evade exposure, listings to assist in blocking the risks to Internet use
hopefully efforts to stop them.

In addition to original quantitative research the study draws upon the findings of other research efforts
StopBadwey Emerging Threats, Knujon, Sunbelt, CastleCops, Spamhaus, and \iWizaly entiseges is a
picture of a front for cyber criminals, who have specifically targeted consumers in the United States and
The study provides hard data regardiig gpeent activity within Atrivo, explains how consumers are targete
describes Atrivo's virtual network structure, organizational modeling, and cites Atrivo's collusive failure tg
to abuse complaints from 2004 to the present.

Version 1.@ Updateghotes &8jed /5 & RPaged 10 UpdatedPrivacyProteotgPages /9 d Updatedample of
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Introduction

I'n Jonathan Zittrainds 0O0The Future of the I nter

0Today, the same qual i tnieraet and deretgurposedPCGie@ausinghem s u c g
to falter. As ubiquitous as Internet technologiesaay, the pieces are in place for a wholesale shift away
from the original chaotic design that has given rise to the modern information revolution. This
counterrevolution would push mainstream users away from the generative Internet that fostes innova
and disruption, to aappliancizech et wor k t hat i ncorporates some of
Internet while greatly limiting its innovative capatignd, for better or worse, heightening its
regulability. A seductive and more powerfaegaion of proprietary networks and information appliances

is waiting for round two. If the problems associated with the Internet and PC are not addressed, a set
blunt solutions will likely be applied to solves problems at the expense of mucteof whatwe abou't
information ecosystem. o

The inexorable riselDftheft, malware, viruses, spam, | et us gener aldpotendad | |
t hreat t o t he Thisgstudy esrdadicated ¢obthe lviewt veeran theé dmenoeity.e. the
dconcerned netizensd® can resolve our own probl e

So whwtrivoet. a.? Per haps the most appr optheiwaltkmown agparh o ¢
or g an imarg lisiingsn & s

OAtrivo / Intercage - Spammer/cybercriménosting front - Inhoster.com?... aka Esthost?aka
Est do maka @Cemad?... aka ? Via Emil at Atrivo/Intercage...Too much spam androritirey must
ceaseo.

Atrivo is a major hub of cyber crime based within the USA, and has been Withimntlzs suemet

es

communityor many yearaVithin this study we provide detailed evidence not only for public and community

awareness but also to provide evidence for action.

It should be stressedh activities could not occur if commercial thsdopantieer organizations did not
collaborate. Such collaboration maybe and often is the equivalent of turning a blindctiy@éytduhe bad &
accepting the cash as perhaps several chostiecciad Internet servers do, or acceptance of smmsoghip

entertainmentowever withina@nventionaftiminal comparison the supplier of the unregistered handgdg use
a crime, is also responsible for that crime?

PC User Exploitation Video:

HostExploit video page

You Tube
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http://www.hostexploit.com/index.php?option=com_content&view=article&id=11&Itemid=17
http://www.youtube.com/watch?v=pTlbV6zJ1XU
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Section 1: Atrivod Mapping the Problem

So the first logical step is to identify the various elements ofrAittiimindgaitant to remember Atrivo does
not exist in isolation; it must gain wider access to the internet, dodge the spam blackkst&rrank added
space, and get paid for the privacy and efficient hostinghepracldas aryber éminals. Below in figure
1.1we show the core compomnémigivonith examples of how andtivyplinkvith.

Associated Example

for hackers and cyber criminals

Domain registration and anonymous services

Servers and hosts - sources of; malware, exploits, and crimeware

Sponsorship Contract Servers

—

Mapping Atrivo — Malware, Rogues & Fakes, Crimeware, Spam, ......

Internet
Influence

Figure 110 Mapping Atrivo

Atrivo's reach in the cyber crime community and the Internet as a whole runs deep. From theitgartners in
the domain registration and hosting services it has to be remembered this is deliberately misleading to avq
detection. In conjunction with figure 1, below we provide the overlapping linkage and clarification:

Figure 1.1 shows a color coded foeyn dhke specifics of the individual elements of the figure are shown beloy

Crime
d
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Atrivo Services (left hand siddigl.1)

- Intercage d AS 27595 (as Atrivéjexa rank of 4,78 32cwgblock intercage.can - 97% of
traffic.

Record |[Mame IP Address AS
a 216.255.187.125
nsi.intercage.com 69.50.182.162
. nsd.intercage.com 69.50.182.163 .
intercage.com ns AS527595 ATRIVO AS Atrivo
nsl.intercage.com 216.255.187.122
ns2.intercage.com 216.255.187.123
mx xcaliber.intercage.com |216.255.187.122

Also see Spamhausdassa 802

Also linked to WvFibre, Inhoster,

For example home of fake and rogggyasatie /amti i r us Mal war eAl arm, Spyshr

Inhoster 8 (AKA UkrTeleGroup) a Hasé&Jkraine server operation

85.255.112.0-85.255.127.255 UkrTeleGroup UkrTeleGroup Ltd.
85.255.112.0/20 Cernel Network Ltd

AS36445 CERMEL Network Ltd

85.255.112.0/24 Pilosoft, Inc

AS36445 CERMEL Network Ltd

85.255.112.0-85.255.127.255 UKkrTeleGroup UkrTeleGroup Ltd.
Http:Apache/1.3.37 (Unix) mail.inhoster.com
PHP/4.4.4 ns2.ukrtelegroup.com.ua

Also see Spamhausdasstb453

Rev 1.Note:lt should be notdge routing of 85.255.112.0/R4s reportetb the authoRilosoft severtte

relationshippparently via EstHost during JulyT2@8able above reflestdysis over the several month
observation before this report was published.

of
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http://www.spamhaus.org/sbl/sbl.lasso?query=SBL53802
http://www.spamhaus.org/sbl/sbl.lasso?query=SBL36453

Cernal 0 AS 36448 routed via AS 27595 Atrivo

AS36445 CERNEL Network Ltd
in bgp
AS27595 AS26769|AS27595 AS36445 ||64.28.176.0/20

85.255.112.0/20
85.255.112.0/24

Route record Prefix Description
BNDAS-INC-1P-SFO1-001 Atrivo Cernel Network Ltd
Cernel Network Ltd.

Pilosoft, Inc.

AS536445 AS26627

Also see Spamliaus//www.spamhaus.org/sbl/sbl.lasso?query=SBL36453

Rev 1.Note:lt should be notdtk routing of 85.255.112.0/24s reportetb the authoRilosoft severtk
relationshippparently via EstHost during JulyT2@8able above reflectdysis over the several months of
observation before this report was published.

Hostfreshd AS 27595 Atrivo, using a P.O. Box in Hong Kong for gaining and routing traffic
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China
Record |Mame IP Address AS
a 58.65.238.99
nsl.hostfresh.com 58.65.238.100 .
hostfresh.com ns AS27595 ATRIVO AS Atrivo
ns2.hostfresh.com 58.65.238.101
mx hostfresh.com 58.65.238.99

ESET Smart Security - Alert

Access denied !

Details:

Web page:
http:/fhostfresh.com/

Description:

Access to the web page was blocked by ESET Smart Security.
The web page is on the list of websites with potentially dangerous content.

www .eset.com

Fig 1.2 Demonstrates PC user baseddesehSor@ Nod 32



http://www.spamhaus.org/sbl/sbl.lasso?query=SBL36453

~

Bandcond AS 267690ne of Atrivods core providers

MET 64.28.176.0/20
origin:  |AS36445(CERMNEL Network Ltd)
descr: Cernel Network Ltd.

descr: Atrivo
origin:  |[AS27595({ATRIVO AS Atrivo)

descr: BNDAS-INC-IP-SF01-001
origin:  |[A526769(BANDCON Bandcon)

Broadwing 0 AS 6395Acquired by Level3 Communicé&DAQ: LVLT) in Jan 2007,
anotherof Atrivods core providers of Dbackbon

60.22.184.0-69.22.187.255 InterCage, Inc. LITEUP-69-22-184-0-1 {NET-69-22-184-0-2)
69.22.184.0/22 Broadwing Communications, LLC 1122 Capital of Texas Highway South Austin, TX 78746 Atrivo
AS27595 ATRIVO AS Atrivo

Atrivo Associated Exaple (top of fig 1.1)

ASAE57 StarHubd AS 4657 Singapore based providing collocation for Atrivo
— 4
Record [[Mame IP Address AS
ASA657 STARHUBINTERMET AS Starhub
Internet Pte Ltd 31, Kaki Bukit Rd 3
203.117.175.116 i

SINGAPORE (previously known as

nsl.malware-alarm.com a CyberWay Pte Ltd)

* malware-alarm.com a malware-alarm.com 220.196.42.220 |AS9800 CHINAUNICOM BACKBOME No

a 220.196.42.220 |123, Xi'dan North Street Beijing 100032

ASA657 STARHUBINTERNET AS Starhub

Internet Pte Ltd 31, Kaki Bukit Rd 3
nsl.malware-alarm.com (203.117.175.116 i
malware-alarm.com ns SINGAPORE (previously known as

Cyberway Pte Ltd)

ns2.malware-alarm.com (124.217.252.78 |[AS9930 TTMET MY TIMEDOTCOM BERHAD
mx [[mail.malware-alarm.com(69.50.167.172 AS27595 ATRIVO AS Atrivo

Atrivod Cyber Crime U$48/9/2008
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The Anonymous Servicegright of fig 1.1)

A further key factor for cyber crime is anonymity, the most important of these Atrivo associations is, EstDo
(enonymous registrant), EstHost (anonymous hosting), PrivacyProtect (anonymous registrant), LogicBoxes
servers). lItis an interesting background

Rather than an elaborate explanation in this version of the study, we use a few simple:community quote

(a) Spam:76.09% 35 of 46 active domains appearing in (spam) email which are registered at ESTDOM
INC. are listed by URIBL in the last 5 days.-(QB22BL08)

(b) Fake Codec web siteMost importantly all 113 domains are or were registeredmaiing; std
similarly all of the active 53 domains are hosted by AS27595 bydAntemalgAlnhoster, Cernal,
etc. Also added should be AS 36445 a newer Autonomous Server apparently used by Cernal. (RB
and SunbelOct 2007)

E EstDomains

estdomains.com

base record || name ip as
estdomains.com | a 216.255.176.234 AS27595
ATRIVO
ns ans2.esthost.com 216.255.183.12F
ansl.esthost.com 216.255.183.12%

nsl.estdomains.com | 69.50.176.228

ns2.estdomains.com | 216.255.190.8

mXx meduza2.esthost.com| 69.50.176.226

880 EstDomains domains advertised through spam, most gpbaritiaeymkety. (Knujon)

Mmain:
b (hos

IAINS

Nexf




esthost.com

EstHost

base record || name ip as
esthost.com a 216.255.189.90 | AS27595
ATRIVO
ns an.esthost.com 216.255.183.12"

ensl.esthost.com

69.50.176.229

ans3.esthost.com 64.28.187.5 AS36445
CERNEL
ans4.esthost.com 67.210.12.66
mx | maill.esthost.com 69.50.176.226 | AS27595
ATRIVO
PrivacyProtect
Record IP Reverse Route AS
privacyprotect.org a 200.62.85.54| 209628554.
opticaljungle.com | 209.62.64.0/18| AS36420
20962?8554. ptr ThePlanet Everyones
opticaljungle.com Internet3

20,290 PrivacyProtect registered domains re@mhedtiaed in spam.
For the ones that are active and have been scored:
49% are software piracy
30% fakpharmadgnhancement/etc
19.5% Are knockoff luxury goods

2,733 of these are PDR
821 of theseeEstDomains
Until recentlipynamic Dolphivas the biggest user of this service with 5,143(Keugagd

Atrivod Cyber Crime U$48/9/2008
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JavaScript - http://privacyprotect.org/about-privacyprotection/?PHPSESSID=31c35476911a5efccllT28226a078b25

* Collapse All
# Expand A1l

http://privacyprotect.org/about-privacyprotection/?PHPSES5ID=31c35476911a5efccl1728226a078b25
nttp://privacyprotect.org/ui/js/milonic_src.js

f*®

Milonic DHTML Menu - JavaScript Website Navigation System.

Version 5.770 — Built: Thursday February 1 2007 - 11:28

Copyright 2007 (c) Milonic Solutions Limited. B1l Rights Reserved.

This is a commercial software product, please visit http://www.milonic.com/ for more information.
See http://www.milonic.com/license.php for Commercial License Agreement

R11 Copyright statements must always remain in place in all files at all times

##%&%xx%% PLEASE NOTE: THIS IS5 NOT FREE SOFTWARE, IT MUST BE LICENSED FOR ALL TUSE  *##&#*x#

License Details:

Humber: 188259
URL: http://www.logicboxes.com
Type: Worldwide

Dated: Tuesday May 24 2005

Fig 1.3 Shows a screen capture from the PrivacyProtect web sitéd HTML code

Note:the license to LogicBoxe$ Directi

Domain Name:PRIVACYPROTECT.ORG

Created On:2&ep2004 11:55:58 UTC

Last Updated On:2Bug2008 10:53:22 UTC

Expiration Dat&23-Sep2009 11:55:58 UTC

SponsorindRegistrar: Directinternet Solutions Pvt. Ltdl/b/a PublicDomainRegistry.com

Registrant ID:PFESR001

RegistraniName: Domaiidmin

Registrant Organization:PrivacyProtect.org
Registrant Streetl:P.O. Box 97

Registrant Street2:NoteAll Postal Mails Rejected, visit Privacyprotect.org
Registrant CityMoergestel

Regisrant State/Province:

Registrant Postal Code:5066 ZH

Registrant CountryNL

Registrant Phone:+45.36946676

Registrant Email:contact@privacyprotect.org




PDR . PDR (Public Domain Regisfrigey wee #9 in the worst registrar report:
(!ﬁrecﬁi http://www.knujon.com/registrarthiere are 14,096 sgawertised PDR domains on
- 7 record.

27% are software piracy
52% are fake pharmacy
17% are knockoff goods

¥ .
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Bhavin Turakhia TOOLS ¥ | (3 ADDTHIS wf <0 .

Bhavin is Founder, CEO and Chairman of The Directi Group &2
(excerpt from website)

Bhavin brings over 12 years of technology experience and over 9 years of Market knowledge to
the Directi Group and is today chiefly responsible for the Vision, Strategy, and Semice
Offerings of Directi. He has a very deep understanding of the Web Senvices Industry, a Strong
Technical background, a keen Business sense, and most importantly, an unquenchable
ambition for growth.

In 1998, at the age of 19, he founded Directi, with a focus to develop volume based Web
Products and Senvices for a global audience. Directi is a technology-centric company, and an
industry leading Web Serices Provider serving a growing audience of Customers in 230
countries.

Bhavin is responsible for the vision and architecture of several Directi's Products and senvices.
He has also been instrumental in defining, Directi's Corporate Structure and Business Process
automation, which enable Directi to continue growing at triple digit growth rates year after year.
He is a respected entity in the Web 2.0 landscape, and a frequent speaker at various
seminars. He also serves as a technical advisor to the local CyberCrime Investigation Cell. He
has won several awards, including the Entrepreneur of the year award in 2005.

Bhavin was also former chairman for the Global ICANN Accredited Registrars Constituency for
two consecutive terms. He has been the youngest elected chair for this post in the history of
ICANN. ICANN is the global Internet compliance and policy formation authority.

Bhavin's Blog &

o S LOGICE0 s resellerc! ) SKENZG  WEBHGESTING

ICANNwiki: An industry resource fostering global collaboration and transparency
within the ICANN community

Platinum Sponsors

SKENZGC

Traffic Monetization Solutions

{JLo6IC

Registry & Registrar Solutions

Gold Sponsors

Silver Sponsors

Bronze Sponsors

Figl®l ntroduction to Directi,

PDR

(Public
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LogicBoxes are a major sponsor of ICANN (Internet CanpAssigneld Names and
Numbers), and part of Directi

Fig 1.5 LogicBoxes corporate Pi@flete: 0Powers the infrastructure of EstDomairs

LogicBoxes is still contractually obligated to provide software support and additional services to Estdomains, bu

Turakhia says he looks forward to the day when he can completely sever ties with Estdomains.

"I would redf love to detach ourselves from that organization,” he said. "We'll have to let portions of that co
run out on its own.!

ntrac



http://www.theregister.com/2008/09/03/directi_strikes_back/

